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1. Ilpodine ocBiTHLO-NMpodeciiiHoi nporpamu

Poszpin 1. 3aranbna indgopmauis

1.1.

[ToBHa Ha3Ba 3akiaay BHIIOI OCBITH
Ta CTPYKTYPHOT'O MiAPO3ALTY

HanionanpHuit aBialiifHui yHiBepcHTET,
HapyanbHo-HayKOBHUI IHCTUTYT iH(GOpMaIiiHO-
JIArHOCTUYHHX CHCTEM

Kadenpa 3acobiB 3axucty inpopmarii

Cryninb BUILIOT OCBITH Ta Ha3Ba

bakanasp; bakanasp 3 kibepOe3nexu

e KBaslipikarii MOBOIO OpHriHay
Odiniitna Ha3Ba OCBITHLO- Ocsitnpo-nipodeciiina  nporpama KiGepHernuni
1.3. | mpodeciiinoi mporpamu CHCTEMH  BIJICOCIIOCTEPEKEHHS Ta  KOHTPOJIO
JOCTYIIOM
1 4 Tun JWILIOMY Ta o0csr OCBITHBO- Jumiiom OaxanaBpa, oJuMHWYHHMA, 240 KpeauTis
| mpodeciiiHol nporpamu €KTC, Tepmin HaBYaHHS 4 pOKH
AxpenuTaniiiHa Komicisi, MiHICTepCTBO OCBITH |
1.5. | HasBHicTb akpeauTarii Hayku  Ykpainu, ceprudikar cepis  HJI-II
Ne 1181256 Bin 18.01.2017
1.6. | Lluxn/piBenn FQ-EHEA — nepmmii nuki, HPK — 7 pisenb
1.7. | [lepenymoBu [ToBHa 3arasibHa cepeiHs OCBiTa
1.8. | MoBa(u) BuKIagaHHs VYkpaiHcbka
19 Tepmin nii ocBiTHBO-TIpOdeciiinoi | -
IporpaMu
IntepreT-anpeca mocriiHOro http://www.nau.edu.ua
1.10 | po3MillIeHHs OIKCY OCBITHBO- http://www.iids.nau.edu.ua
npodeciinoi nporpamu
Posnin 2. Mera ocBiTHbO-npodeciiiHoi nporpamu
Mera ocBiTHBOT TpOrpaMu MoJSIrae B OBOJIOIIHHI CTY/IGHTAMH 3HAHHSIMH, BMIHHSIMH Ta
2.1. | HaBUYKaMU BUKOPHUCTOBYBATH | BIIPOBA/DKYBATH TEXHOJIOTIT indopmaltiittoi Ta/a6o
kibepbe3nexu
Po3zpin 3. Xapakrepucruka ocBiTHbo-nipodeciiinoi nporpamu
[Ipenmerna obnmacts (ramyss 3Haub, | [anyss snanb: 12 Indopmartiitni TexHoorii
3.1 | cnenianpHiCTh, criemianizanis (3a Cnenianphicth: 125 Kibepbesneka
HasIBHOCTI))
OcsiTHBO-TIpOdeciiiHa, OazyeTbes Ha
: : : .. .. | 3arajJbHOBIJIOMHX HAayKOBHX pe3yjibTarax B rajysi
OpienTanis ocBiTHBO-TIpodeciiinoi | | =
Dl Iporpams iHpopMalLliiHUX ~ TeXHOJOrT 'y pamMKax —sSKHX
MOXJIMBA nojaiblia npodeciiina  kap’epa i
110/1aJTbIIIe HABYAHHSI.
OcHOBHHIT (OKYC OCBITHBO-
3.3. | mpodeciiiHOi mporpaMu Ta 3arajibHa BHUIIIA OCBiTa
creriasmisarnii
IIporpama nepenbauae BUBYCHHS:
— 3aKOHOZaB40i, HOPMATHUBHO-NPaBOBOI Oa3zu
Oco0MBOCTI OCBITHBO- y.K paii e BIMOT IO
3.4. MI)KHApPOJHHUX CTaHJAPTIB 1 MPAKTHK I110/10

npodeciiinoi nporpamu

3J1HCHEHHS TpodecifHOT isIIbHOCTI;
— TPUHIMIIB  CYHNPOBOJY  CHCTEM  Ta
KOMIUIEKCIB  BIZICOCIIOCTEPEKEHHSI  Ta
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KOMIIJIEKCIB BIIEOCTIOCTEPEKEHHS Ta

KOHTPOJIIO JIOCTYIIOM;

Teopii, MoJiesiel Ta MPUHIIMIIIB yIIPaBIIHHS
cUCTeMaMH BiZleOCIIOCTEpEKEHHS Ta
KOHTPOJIIO JOCTYIIOM;

Teopii CUCTeM YNpaBliHHS iHOpMAIITHOIO
ta/abo kibepbesnekoro;

— MeToaiB Ta 3aco0iB  BHUSBIIEHHS  Ta
JoKajizanii KaHajaiB BUTOKY iH(opmMalii;
—  METOJIB Ta 3aco0iB BUSIBJIEHHS

HECAHKI[IOHOBAHOIO JIOCTYNYy Ha 00 €KTH
iHpopMaliiftHOT isIBHOCTI;
METO/IB Ta 3aco0iB
3axXMIIEHOCTI 1HpOpMaIil;
CyyacHHMX iH(OpMaIiHHO-KOMYHIKaIliHHUX
TEXHOJIOTIH;

ABTOMATU30BAaHUX CUCTEM MPOEKTYBAHHSI.

OLUHIOBAHHS

Po3nin 4. IlpuaaTHicTh BHIIYCKHHKIB /10

MNPpalueBJAIITYBAHHSA TA NMOJAJbIIOr0 HABYAHHS

4.1. | IlpupatHicTs 10 mpareBIaTyBaHHs

BunyckHHKH MIArOTOBIEH] 10 poOOTH 3a
HalllOHAJIBHUM KJIacH(ikaTOpoM YKpaiHH :

- (haxiBellb 3 MUTAHb OE3MEKH MIATPHUEMCTB,
YyCTaHOB Ta Oprasizauii;

-axisenp 13 opranizanii iHpopmaiiiHoT Ge3neKu:;
-(haxiBewb 13 oprauizauii 3axucry iHpopmariii 3
00MEKEHHUM JIOCTYIIOM;

-(haxiBewb 3 peKUMY CEKPETHOCTI;

- (haxiBeIlb 3 JIOCII/DKEHb Ta PO3pOOOK;

- IHCIIeKTOp 3 opraHizartii 3aXUCTy CEeKpeTHOT
iHopmarii.

4.2. | Iloganpliue HaBYaAHHS

[IpooBKeHHsI HABUAHHSI 33 TPOTPAMOIO JAPYTrOro
piBHS BUIIIOT OCBITH ( MaricTp ).

Po3aia 5. Bukia

JAHHSA Ta OLIHIOBAHHSA

Buxnanangus ta
HaBYaHHS

5.1

Jlexii, maGoparopHi po6oTH, ceMiHapH, MPaKTHYHI
3aHATTS, IPOEKTHA poOOTa B KOMaH/aXx,
caMocTiifHa po6oTa Ha OCHOBI MiJIPYYHUKIB Ta
KOHCIIEKTIB, KOHCYJIbTAIlil 3 BUKJIalauaMH.,
BUpOOHHMUA Ta MepeUIMIIIIOMHA MTPAKTHKA Ha

I INPHEMCTBAX, MiJArOTOBKA NTLIOMHiH poGOTH.

5.2. | OuiHroBaHHS

YcHI Ta MMCHMOBI €K3aMeHH, 1abopaTopHi 3BITH,
KypcoBi poOOTH, Ipe3eHTallii, MTOTOUYHHH KOHTPOJIb,
3aXUCT JTUIJIOMHOTO TIPOEKTY.

Po3znaia 6. IIpor

aMHI KOMIIETEHTHOCTI

InTerpanbHi

Sk Komnerenthocti (IK)

1K1 3/1aTHICTD pO3B’sI3yBaTH CKJIa/IHI
crieliaizoBaHi 3ajladi Ta MPaKTH4YHI MpoOJIeMU y
rany3i 3abe3neueHHs iHdopmaliiiHoi  Oe3nexu
ta/abo  kibepbe3neku, 10  XapaKTePU3YEThCS
KOMITJIEKCHICTIO Ta HEITOBHOIO BU3HAYEHICTIO YMOB.
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6.2.

3aranabHi
koMrieTeHTHOCTI (3K)

3K1. 3paTHicTh  3acTOCOBYBAaTH  3HAHHS Yy
IPaKTUYHUX CUTYyallisiX.

3K2. 3nanHs Ta po3yMiHHS npeaMeTHOT 00acTi Ta
po3yminHs rpodecii.

3K3. 3parnicte npodeciiHOIO  CHIJIKYBaTHCS
JIEP’KABHOIO Ta 1HO3EMHOK0 MOBAMHM sIK YCHO, TaK I
IHCHEMOBO.

3K4. BMiHHS BHSBISTH, CTAaBUTH Ta BHUPILIyBATH
npobiemu 3a npodeciiHuM CrpsSIMyBaHHSIM.

3KS. 3parsicts 10 momyky, oOpoOsieHHs Ta
aHastizy iHdopmalii 3 pi3HUX JOKepet.

3K6. 3parmicte peanmizyBaTH CBOI mpaBa i
000B’SI3KH SIK 4JIeHa CYCHIJIbCTBA, YCBIIOMJ/IIOBATH
I[IHHOCTI IPOMa/ISIHCHKOT O (BIJIBHOTO
JIEMOKPAaTUYHOI'0) CYCHIILCTBA Ta HEOOXIJIHICTD
HOro cTajloro po3BUTKY, BEPXOBEHCTBA IpaBa, Ipan
1 cBOOO/I JIFOJIMHHU 1 pOMaJIsiHUHA B Y KpaiHi.

3K7. 3patHicTh 30epiraTh Ta MPUMHOXKYBATH
MOpallbHI,  KYJbTYPHI, HAyKOBI  IIIHHOCTI |
JIOCSTHEHHSI CYCIIUJIbCTBA Ha OCHOBI PO3yMiHHS
iIcTOpii Ta 3aKOHOMIPHOCTEH PO3BHTKY MPEIMETHOT
obuacti, 11 Micus y 3arajbHii cucTeMi 3HaHb PO
IPUPOY 1 CYCHIIBCTBO Ta Yy PO3BUTKY CYCIIIbCTBA,
TEXHIKH 1 TEXHOJIOTIH.

3K8. 3npatHicTh 10 KpUTHKM H CAMOKPHUTHKH,
KPEaTUBHICTh, aJIallTHBHICTh I KOMYHIKAOCIbHICTh.,
HAIOJIeTJIUBICTh y JIOCSITHEHH MEeTH,
TOJIEPAHTHICTb.

3K9. 3naTHiCTh BHUKOPHUCTOBYBATH pI3HI BHUHM Ta
dbopMH  pyXOBOT aAKTHBHOCTI JUIS  aKTHBHOI'O
BIAMOYMHKY Ta BEJCHHS 3J0POBOr0  CIOCOOY
JKUTTSL.

6.0:

®axoi komnerenTHocTi (PK)

OK1. 3paTHicTh 3aCTOCOBYBATH 3aKOHOJABYY Ta
HOpPMATHUBHO-IIpaBOBY 0a3y, a TakoXk JepKaBHI Ta
MDKHApOJHI BHUMOTH, NpPAaKTHKH 1 CTaHAApTH 3
METOI0 3JilicHeHHs mnpogeciiiHol AisIbHOCTI B
ramy3i iHpopmaiiiiHoi Ta/abo kibepOesneku.

®K?2. 3naTHICTL 10 BUKOPUCTAHHS 1HPOpMaLIHHO-
KOMYHIKaLlIHHUX TEXHOJIOTiH, Cy4yaCcHUX METOJIB I
MoJierielt iHpopMartiiiHoi Ta/abo kibepOesnekH.
@®K3. 3parHicTe /10 BUKOPHCTAHHSI MPOTPAMHMX,
arlapaTHUX Ta NPOrpaMHO-anapaTHUX KOMILUICKCIB
3aco0iB  3axucry  iHdopmanii  Ha 00 ekTax
iHdopMmaniiHoI IisUIbHOCTI.

®K4. 3patHicTe  po3polbisTH  Ta  MPOBOJIMUTH
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®axosi komnereHTHOCTI (DK)

CKCIIEPUMEHTAJIbHI  JIOCIIIJDKEHHS [IEPCIIEKTUBHUX
3ac00iB Ta KOMIUICKCIB BiJICOCIIOCTEPEKEHHS Ta
KOHTPOJIIO JIOCTYNIOM, INPOBEJCHHS BHIIPOOYBaHb
Ta 0OpOOKH pe3yIbTaTiB eKCIIEPUMEHTIB.

@®KS5.  3paTHICTH  OLIHIOBATH  3aXMIIEHICThb
iHdopmarii ycix BUIB, 10 UPKYIIOE HA 06 €KTax
iH(opMaiitHOT AisTbHOCTI.

OKe6. 3aTHICTh BIJIHOBJIOBATH 1ITaTHe
(QyHKILIOHYBAHHSI CHCTEM BiJICOCTIOCTEPEKEHHS Ta
KOHTPOJIIO  JIOCTYIIOM  MICIs  peajizauii  3arpos.
3aifcHeHHs Kibepartak, 300iB Ta BiJIMOB pi3HHX
KJ1aCiB Ta MOXOKEHHS.

®K7. 3natHicTh BIPOBaKyBaTH Ta 3a0e3MeuyBaT
(GYHKIIOHYBAHHSI CHCTEM BiJIEOCIIOCTEPEKEHHS Ta
KOHTPOJIFO JOCTYIIOM Ha 00’ekTaX iH(opMaIiifHoi
JSIBHOCTI  (KOMILIEKCH HOPMAaTHBHO-MPABOBHX.

OpraHi3aliflHUX Ta TEXHIYHHX 3acO0iB I METOMIB. |

POLEYp, IPAKTUUHUX PUHOMIB Ta iH.).

®K8. 3naTHicTh BIpOBamKyBaTH Ta 3abe3neuyBaTy
(GyHKILIOHYBAHHS KOMIUIEKCHHX CHCTEM 3aXHCTY
iHpopmanii (KOMIUIEKCH HOPMaTHBHO-IPaBOBUX,
OpraHi3aliifHUX Ta TEXHIYHHX 3ac00iB i METOJiB,
IPOINEyp, MPAKTUYHUX IPUHOMIB Ta iH.).

®K9. 3parnicte BH3HAuaTtH  iHGoOpMauiiiHi i
TEXHIYHI pecypcH, a Takok 00'ckTH iHdopmaliiHof
JIAIBHOCTI, SKI MiAISIraloT 3aXMCTy, 3AiHCHIOBATH
NPOUEYPH YIPaBIiHHS IHIMACHTAMH, IIPOBOIUTH
pO3CIlilyBaHHs, Ha/laBaTH M OIHKY.

®K10. 31aTHICTL  BMKOPMCTOBYBATH — Cy4acHi
iH}opMmartiiHi TEXHOJIOT1T JUTST pillICHHS
CKCIIEPUMEHTAJIBHUX 1 [PAKTUYHUX 3aBJaHb B

ranysi indopmariitnoi Ta/abo KiOepHETHUHOT
Oe3reKu, BeCTH po3poOKy airOpuTMiB, porpaM Ta
KOHCTPYKTOPCHKOI JIOKYMEHTAIlil, HaJaro KeHHs,
MaKeTyBaHHs  3aco0iB  TEXHIYHOrO  3axXHCTy
inpopmalii 3 0OMEKEHHM JIOCTYIIOM Ta IPUCTPOIB
BHYTPIIIHEOO0 €KTOBOIO KOHTPOJIIO, MPEACTABIISATH
pe3yJsibTaTu pobotu i OOIpYHTOBYBATH
3alpONOHOBAHI PIMICHHS Ha Cy4acHOMY HAyKOBO-
TEXHIYHOMY # TpodeciiHOMY piBHI.

@®KI11. 3natHicTh aHaNi3yBaTH, BHABIATH Ta
OIIHIOBATH MOXJIMBI 3arpo3u, ypasjIMBOCTI Ta
Jiectabinizyroui YHHHUKH
ingopmariitnomy/kiGepHeTHUHOMY — pOCTOpPY  Ta
00’exTam iH(pOpMaIHHOT HisTTBHOCTI.

®K12. 31aTHICTh BUSBISATH Ta OJIOKYBATH KaHalH
BUTOKY 1H(pOpMAIli, METOIH HECAHKIIOHOBAHOIO
JOCTYIy Ha 00’€KTH iHGOpMaLIHHOT AiIBHOCTI Ta
inpopmalii, Jokepe i crnocobiB JgecTabinizyouoro

BIUIMBY Ha iH(opmaliio, 31iHCHIOBATH molmyKk
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®axosi komnereHTHOCTI (DK)

3aKJIaJHUX [IPUCTPOIB.

®K13. 3naTHicTh OIIHIOBATH Ta BU3HAYATH (i3HuHi
IPOLECH, SIKI BHCBITIIOIOTH XapaKTEPHUCTHKM Ta
napameTpu HarliBIPOBITHUKOBUX aAKTUBHHUX
CJIEMEHTIB, a TaKOX MPOBOJMTH JIHIHHHMHA Ta
HeJIIHIHHWH aHai3 €JIEKTPUUHHUX CXEM,
CXEMOTEXHIKH PI3HOMAHITHMX  I11JICHIIOBAIbLHUX
KacKaJiB,  ONepaliMHUX  [iJCHIIoBaviB  Ta
€JIEMEHTIB JIOTIKH.

®K14. 3natnicTs 3ailicHIOBaTH 00CTEXKEHHS, 001K
Ta atecranito 00 €KTiB iHGOpMaLIKHOT AiSILHOCTI,
po3poOasATH Ta OGOPMIIATH MNEpPeNiK  TEXHIUHUX
3ac00iB JUIS BHYTPIIHBOOO €KTOBOIO KOHTPOJIIO Ta
MEPENyCKHOTO PeKUMY.

OK15. 3/1aTHICTD po3po0IATH CXEMHU
posTailyBaHHs (TIAKJIIOUEHHS) TEXHIYHUX 3ac00iB
BHYTPILIIHBOOO €EKTOBOTO KOHTPOJIIO Ta

HEPENyCKHOTO PEXUMY.

®K16. 3naTHICTE BHKOPHUCTOBYBATH 3HAHHS Ta
NPaKTHYHI HAaBUYKH MO 3IMCHEHHIO TEXHIYHOIO
00CITyroByBaHHS, KOHTPOJIIO i JIarHOCTHKH CUCTEM
BIJIEOCIIOCTEPEIKEHHSI T4 KOHTPOJIO  JAOCTYIIOM.
KOMIUIEKCHUX CHCTEMH 3axucTy iHdopmanii Ha
00’ekrTax 1HPOpPMaIIHHOT JiSTBHOCTI.

®K17. 3paTHiCTh BHKOPUCTOBYBATH TEOPETHYHI
3HaHHS Ta [PaKTHYHI HAaBMYKH 3 [IATOTOBKH
TEXHIYHOI JIOKyMeHTalil, OpaTu y4acth y migdopi
Ta PO3CTAHOBII MEPCOHANY 1 po3poOJIeHHI JuIs
HBOI'0 110CAJ0BUX 00OB’SI3KIB.

Pospin 7. IIporpamui pe3yibTaTi HAaBYAHHS

Hads

IIporpamui pe3ysnbraru HaBYaHHS
(ITPH)

[TPHI. 3nificHioBaTH mnpodeciiiHy AisIbHICTL Ha

OCHOBI  3aKOHOJIaBYOT Ta HOPMATHBHO-IIPABOBOT
0a3y naepkaBM, a TaKOX Yy BIAMOBIAHOCTI J10
BITUM3HSIHUX 1 MIDKHAPOJIHUX BUMOT 1 CTaHAapTIiB B
ramy3i  iHpopmauiiHoi  Oesmexku 1 \abo
kibepOe3nekn; mnpuimMatH ydacth y po3poOili
HOPMAaTUBHUX JOKYMEHTIB, KOHLEILIH, MOJITHK,
BHYTPIIIHIX CTAaHJIApTiB, MNOJIOKEHb, IHCTPYKIIii,

peKOMeH 1allii, roTyBaTH Npono3uuii  J1o
HOPMAaTHBHHUX aKTIB 1 JIOKYMEHTIB 3 METOK
3abe3rneueHHs BCTAHOBJICHOI MOJITHKH

indopmariitnoi 6e3neku i \abo kiGepbesnexH.

[TPH2. 3paiiicHioBatu mnpodeciiiiy AisabHICTL Ha
OCHOBI 3HaHb CYYaCHHUX iHdopmartiino-
KOMYHIKallitHUX ~Ta HAayKOEMHHMX TEXHOJIOTIH Ta
MeToJiB; 3ale3nevyyBatu NpodeciiHy AisnbHICTD
Ha OCHOBI 3HaHb 1 HaBMYOK [P0 apXiTEKTypy
iHhopMaIiffiHOI CHCTeMHM Ha OCHOBI BH3HAYEHHS
cy0’ekTiB Ta 00’€KTiB iHpOpMALiMHOT AISIBHOCTI,
KOPIIOPATUBHOI apXiTeKTypH, MEPUMETPY Oe3neKu
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7.1.

[Tporpamui pe3yabTaTH HaBYAHHS
(TTPH)

(KOHTpPOJILOBAHOI ~ 30HH), TMOJITHKH  O€3IeKH,
TIPUBIJIEIB.

[TPH3.  BuxopucToByBaTH METOJIM aHamizy u
JIArHOCTUKHM CTaHy MpPOTPAaMHUX, amapaTHUX Ta
MporpamMHO-anapaTHUX 3aco0iB 1 CHCTEM 3aXHUCTY
iHpopMmarii, = 3ale3meuyBaTd  (QPYHKILIOHYBaHHS
CHeliaIbHOrO IMporpaMHoro 3abe3neyeHHs, 1010
3aXMCTy  JIAaHUX BiJ PYHHYIOUHMX [POrpaMHUX
BIUIMBIB.

[TPH4. Busznauartu BiZIOMOCTI, SIKI BIJHOCSITBCS J10O
iHpopmaii 3 00MEeKEHUM JIOCTYIIOM,
OpraHi3oByBaTH JIOMYCK Ta JOCTYN MNEPCOHANy /10
iHpopmalii 3 OOMEKEHHM JOCTYIOM  3TiJIHO
YUHHOTO 3aKOHO/IaBCTBA TA BCTAHOBJICHOT MMOJIITHKH
iHopmaliiiHol Ta/abo kibepOesnekH.

[TPHS. OpranizoByBaTH BHYTPILIHBO-00 €KTOBUH
Ta MPOIMYCKHHUH PEKUMHU Ha IMiATIPHEMCTBI.

[IPH6. OpranizoByBaTH KOHTPOJIb 3@ CTAHOM
3axucTy iH(opMmarii 3 oOMeXeHHUM JOCTYNOM Ha
00’exTax iHPpOpMaIiifHOT AisIILHOCTI.

[TPH7. 3abe3neuyBatu cuctemy Oe3nepepBHOCTI

Gi3HeC TIpoOLECiB Ta BiAHOBJIEHHS IUTATHOTO |

(GYHKIIIOHYBaHHS CHUCTEM BiJICOCIIOCTEPEKEHHS Ta
KOHTPOJTIO JIOCTYIIOM, KOMIIJIEKCIB 3ac001B 3aXUCTY
iHpopMaIlii Ha OCHOBI BCTAHOBJICHOI MpOIEIypH
IUIAaHYyBaHHs, ~ BUMOT,  MpaBWi  Oe3neku 3
ypaxyBaHHSIM aHaslizy HeOe3NeYHUX  BIUIMBIB,

NPEBEeHTHUBHUX  Mip,  CTpareridi  Bi/IHOBJIEHHS |

IHQPACTPYKTYpH, pe3epBYBaHHS PI3HUX THIIIB:
3MIMCHIOBATH 3ajladyl  KOpeKUii Ta TeCTyBaHHs,
neperjsiy  Wijei, crpaTerid, IUIaHIB - michs
peamizanii  3arpo3  MOPYLUIHUKOM, 3JIIHCHEHHs
kibeparak, 300iB Ta BiIMOB pI3HMX KJIAaCiB, WIO
IPUBEJIO JIO MOPYIIEHD ITATHOrO (DYHKI[IOHYBAHHS
CUCTEM BIJICOCIIOCTEPEIKEHHS, KOMIUIEKCIB 3ac00iB
3axucTy iHdopMmartii.

[IPH8.  BupimyBatu 3ajgadi 3abe3reuyeHHs Ta
CYNpOBOJY  KOMIUIGKCHHX  CHCTEM  3aXHCTY
iHpopMaIlil, a TakoX MPOTH/iT HECAHKLIOHOBAHUM
BTOPTHEHHSIM JI0 €JIEKTPOHHUX iH(OpMaiiHUX
pecypciB i mporeciB B iHpopMalidHUX Ta
iHpOpMaIifHO-TeIeKOMYHIKalliHHUX
(aBTOMATH30BaHKMX ) CHCTEMAaX 3TiTHO BCTAHOBJICHOT
noJiTHKY iH(opMatiiHoi Ta\abo kibepOesneku;
[TPHY. 3parHicTh NpoJEMOHCTPYBAaTH 3HAHHS Ta
BMiHHSI 3a0e3nevyBaTu CUCTEMY BHSIBJICHHS,
ileHTHdIKalil, aHamily Ta  pearyBaHHs  Ha
IHIWACHTH 3 MeETOl0  3a0e3MeYeHHsl  3axXucCTy
iHpopManii Bijl pi3HOro KJlacy 3arpo3 Ta kidbeparak;
3aCTOCOBYBATH  HAIllOHAJIbHI  Ta  MDKHApOJHI




Cucrema MeHeKMEHTY sIKOCTi Wudp CMs HAY oI
OCBIITHBO-MPOGECIAHA TIPOT PAMA et
«KIBEPEHTHYHI CUCTEMM BIIEOCTIOCTEPEXEHHs1 | AOKYMEHTA 0 0 00 04— 01 -2018

TA KOHTPOJIIO JOCTYIIOM»

(naiimenysanns OITIT)

crop. 103 19

Pl

ITporpamHi pe3ysbTaTH HaBYaHHS
(ITPH)

peryJroroul akTH, MNPOLEAYpH Ta IMOJIOKEHHS B
chepi iHpopmaniiinol Ta/abo kiGepOesneku Jus
300py J0Ka3iB 1 [POBEJICHHS  PO3CIIi/lyBaHHs
IHLMJICHTIB 1TOpYyIIeHHs 6e3rnexky iHpopmarii.
[TPH10. 3/1aTHICTh BUKOHYBATH 3aJ1aui
3a0e3nedeHHs Ta CyNnpoBOJY (B.T. YHCII: OIJIsL,
TECTYBAHHsI, IIJ3BITHICTh) CHCTEMHM KOHTPOIIO Ta
YOPaBIiHHSA ~ JOCTYIOM  3TiJIHO  [PUHIMIIB,
KPUTEPIIB JOCTYIy Ta BCTAHOBJIEHOI IOJIITHKH
Oe3neku.

ITPHI1. 3nartHicTs 3milicHIOBATH  OLHIOBAHHS
3aXMIIEHOCTI  iHopMmamii  ycix  BHAIB, 110
LUPKYJIIO€ HA 00’ €KTi iHHOpMaLIHHOT IiSUTBHOCTI.
[TPH12. 3natHicTh 3a0e3neueHHs: GYHKIIOHYBAHHS
CHCTEMH MOHITOPUHTY YIPaBJIiHHS JOCTYIIOM JIO
iHdopmarii Ha 06’ ekTax iHGOpMaNIHHOT JisILHOCTI
1 mpoueciB  (GyHKIiIOHYBaHHS iH(OpManiiHuX,
1HpopMaliiiHO-TeIeKOMYHIKaIl THUX
(aBTOMAaTH30BaHUX) CHUCTEM B yMOBax peajizailii
3arpo3 pi3HUX KJIAciB Ta MPOTH/IT MOPYIIHUKAM,
ITPHI3.  3parHicTh  3acTOCYBaHHS  CHCTEM
BUSBIICHHA Ta  [POTHAIl  HECAHKI[IOHOBAHUM
BTOPTHEHHAM  Ha  00’ekTH  iH(pOpMaIiitHOT
JisJIBHOCTI, BUKOPHUCT@HHS  3aco0iB  MOIIYKY
KaHaliB  BUTOKY iHpoOpMamii Ta  3aKJIajHuX
[IPUCTPOIB.

ITPH14. 3patHicTh MpOJEMOHCTPYBATH 3HAHHS Ta
PO3YMIHHS OCHOB CXEMOTEXHIKH Ta OIMCATH B
3arajlbHUX TOHATTSX 1 TEepMiHAX MPUHIMIN i,
OCHOBHI XapaKTePUCTHKH, napameTpH 1
0co0IMBOCTI 3aCTOCYBaHHS €JIEKTPOHHHUX
HaIliBIPOBIIHUKOBUX MPUIAIIB Ta IHTErpajbHUX
CXeM, MIJCHUIIIOBAIBHUX KAacKaJiB, ornepamiiHux
MIJICUTIOBAYIB Ta €JIEMEHTIB JIOTIKH, ONTHYHUX Ta
OINTOEJIEKTPOHHUX 3acO0IB 110 BUKOPHCTOBYIOTHCS
B CHCTEMax BIJICOCIIOCTEPEIKEHHS Ta OXOpPOHU
00’€eKTiB iHpopMarIiiHol JUSITBHOCTI,
O0UHCITIOBAILHIN TEeXHIL, ABTOMATHYHUX
IPUCTPOSX, KOMIT IOTEPHUX CHCTEMaX Ta MEpeKax.
ITPH15. 3narHICTh NpOJEMOHCTPYBATH 3HAHHS Ta
PO3YMIHHS OCHOB THOOYJOBH CHCTEM 3aXHCTY
iHdopmaltii Ha 06’ exTax iHPOPMALIHHOT AisILHOCTI
Ta ONWCATH B 3arajibHUX IMOHATTAX 1 TepMiHax
apXIiTeKTypy, XapaKTEPUCTUKHU Ta MPUHIMIIH iX JIii.
[TPH16.  3paTHicTh  NPOBOJWTH  aTeCTalliio
KOMIUIEKCIB ~ TE€XHIYHOrO  3axucTy iHpopmaii
(cnimparourch Ha OOJIIK Ta 0OCTEIKEHHS) TEPUTOPIH
(30H), npuMillleHb, TOO 00’ €KTIB  iHpOpMaIiHHOT
JISAJIBHOCTI B yMOBaX JOJIEPXKaHHS BCTAHOBJICHOT
NOJITUKH O€3M€KH i3 (hiKCyBaHHAM pe3ysbTaTiB y.
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IIporpamHi pe3yabpTaTi HaBYaHHS
(TTPH)

BIZTIOBITHUX JIOKYMEHTaX.

[TPH17. 3parHicTh NMpOAEMOHCTPYBATH 3HAHHS Ta
pPO3yMIHHS ~ CyyaCHMX  METOMIB 1  MojeJiei
iHdopmariitHoi Ta/abo KibGepOe3mneKu.

[TPH18. 3narHicTh MpOJEMOHCTPYBATH 3HAHHS Ta
pPO3yMiHHS - 3aXUCTy iH(opMarii Ha 00 ekTax
iHpopmamiiiHol  aisIbHOCTI  Ta  OOIPYHTOBAHO
obMpaTd 1 3acTOCOBYBAaTH Ha MPAKTUI[ METOJIH
BUSIBJICHHSI iHQOpMaIliHUX/KIOEpHETUYHUX 3arpo3;
METOAM NPOTHIIl crpodamM HECAHKI[IOHOBAHOI'O
JIOCTYyIY JI0 1HpopMaIl THIX pecypciB;
OpraizaimiiiHi  Ta  aJMIHICTPATHBHI  3aX0JH
HiZBUIIEHHS  piBHA  iHpopmaniiiHoi  Ta/abo
KibepOe3neKHu.

[TPH19. 3parHicTh MpoJAeMOHCTPYBATH 3HAHHS Ta
HaBUYKH CKJIAJAHHS TEXHIYHOT JIOKYMEHTallil.
[TPH20. OBonoaiHHsS HaBHYKaMH  MpallOBaTH
CaMOCTIHHO MpH BUKOHAHHI KYpPCOBHX pOOIT,
KYPCOBUX TPOEKTIB, IUIUIOMHHUX POOIT.

[IPH21. 3paTHicTh  BOJIOAIHHS  QHIIIHCBKOIO
MOBOIO, BUKOPUCTOBYBATH creniaibHy
TEPMIHOJIOTIIO IS TIPOBEACHHS JIITEPaTypHOIO
TMOMIYKY.

Po3ais 8. PecypcHe 3a6e3meuenns peaJiizauii nporpamu

8l

Kanpogse 3abe3neueHns

Bci HaykoBO-I1€1aroriuti npamiBHUKHM, 1110
3a0e31euytoTh OCBITHBO- TPOQECiiiHy nporpamy 3a
KBasTi(ikali€ero BIAMOBIIAIOTL NPODLIIO 1 HAIIPSIMY
JIMCLIMILIIH, [0 BUKJIAAAI0THCs, MAIOTh HEOOX1AHU I
CTaX IMeJaroriyioi poOOTH Ta JOCBLA NPAKTHYHOT
pob6otu. B npotieci oprauizaiiii HaB4aJIbHOTO
IpoIlecy 3aJ1y4aloThesl MPOpeCioHaH 3 JI0CBIJIOM
JIOCJIITHUIBKOT, YIPABIIHCHKOI, IHHOBALIIHOT,
TBOPYOI Ta (haxoBoi poOOTH, iIHO3EMHI JIEKTOPH.

82

MarepiajibHO-TEeXHIUHE
3a0e3nedeHHs

HapuanbHi npuMilieHHs, KOMIT IOTepHI poOoui
MicLisl, MyJIETUMEIIHI KJIaCH J03BOJISOTh
MIOBHICTIO 3a0€3IeUUTH OCBITHIH MpOoIec MPOTAroM
YChOTO IIUKITY MiATOTOBKH 3@ OCBITHBOIO
pOrpamoro.

8.3

Indopmariiiine Ta HaBYAIBHO-
METONYHE
3a0e3MeUueHHs

Odiniitamii Be6-caidT www.nau.edu.ua MicTUTE
iH(opMaIlito Mpo OCBITHI MPOrpaMu, HaBYAJIbHY,
HAYKOBY 1 BUXOBHY JUSITBHICTh, CTPYKTYpPHI
M1/1pO3/1JIH, [TPaBUJIa IPUHOMY, KOHTAKTH.
Marepiain HaBYaJILHO-METOJNYHOTO 3a0e3IeYeHHS]
OCBITHBOI POrpaMu BUKJIAJICHI B perno3uTapii
HAY 3a nocunanusm:
http://er.nau.edu.ua/handle/NAU/9190

Bci pecypcu HaykoBO-TeXHIYHOT GibioTeKH
JIOCTYTIHI Yepe3 caT yHIBEPCUTETY:

http://www .lib.nau.edu.ua

=
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YuransHuil 3a1 3abe3neyeHunit 6e31poToBUM
JOCTYTIOM JI0 Mepexi [HTepHerT.

Enextponnuii penosurapiit HaykoBoi 6i01i0TeKH
HAY: http://er.nau.edu.ua

Po3ain 9. Axagemiuna MoOinbHICTH

9.1. | HauionasibHa KpeJiuTHA MOOIILHICTE

JIBocTopoHHI goroBopu Mix HarioHasibHUM
aBlallifHUM yHIBepcUTETOM Ta TexHIuHUM
yHiBepcutetoM Ykpainu (KIII) ta XapkiBcbkum
HalllOHAJIbHUM YHIBEPCUTETOM Pai0CIEKTPOHIKH.

9.2. | MixHapoJHa KpeauTHa MOOLILHICTE

VY pamkax Epaszmyc+K1 norosip mpo
CriBpoOITHUIITBO Mi>k HarlioHalbHUM aBialliiHUM
YHIBEPCHUTETOM Ta HaBUaJIbHUMHU 3akiiajamu EC.

HaBuanHs iHO3eMHUX 3/100yBauiB

CTBOpPEHO yMOBH JIJIs HABYAHHS IHO3EMHHUX

«KIBEPEHTUYHI CUCTEMM BIIEOCTIOCTEPEXEHHs1 | ACKYMEHTA 10 01 04— 01 - 2018 l

Il

9.3. . . S ‘
BUIIO1 OCBITH 3100yBayiB BUIIOT OCBITH. |
2. IlepeJiik KOMIOHEHT OCBITHLO-NPOdeciiiHOT nporpamMmu
Ta IX JIOTIYHA NOCJII0BHICTH
2.1. llepesik komnmounent OIIII
Kon u/n KomrnoneHTH ocBiTHRO-TIpodeciitHol nporpamMmu KinbKicTb dopma 1
(HaBYAJIbHI TUCLUILIIHU, KYPCOBI ITPOEKTH (poOOTH), |KPEIUTIB HiICYMKOBOT'O
IIPAKTUKH, KBaJTi(ikaliiiHa poboTa) KOHTPOJIIO
1 p) 3 4
O60B’s13k0Bi kKomnonentu OIII
OKI. VYkpaincbka MOBa 3.0 Ek3amen
OK2. [cTopis Ta kynpTypa Ykpaiuu 3.0 Ex3amen
OK3. dinocodis 3.0 Ex3amen
Ek3zamen,
OK4. e Trm— 4.0 Judepeniiiiopanuii
3aj1ik
OKS. di3nuHe BUXOBAHHS 3.0 ﬂnq)ep?;;“ii%am”
Ex3amen,
OKae. Buina maremaruka 17.0 Hndepenuiiosanmii
3aitik
. JHudepenuiiioBannii
OK7. ®izuka 10.0 e 7
OKS. Inpopmartiiini Texnosorii + KP (kypcosa poGora) | 90 Ex3amen
Ex3amen,
OKO. Komm'torepna rpadika 6.0 JlndepenuiiioBannii
3aslik
OK10. OcHoBH iH(popMaLiiHOT Oe31eKH IepKaBu 4.0 Ek3amen
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1 2 3 4 B
. Ex3amen,
OKl11 OGpobxa chrHANB 9.0 Jlndepenuinosannii
3alliK -
OK12. Enextpuuni BUMiproBaHHs 3.5 Ex3amen
OK13; OcnoBu teopii kin + KP (kypcoBa po6ora) 10.0 Exsamen
OK14. KomnonenTtHa 6a3a cucrem BijieoHArs Ly 40 e
iKa +
OK15. Cxemotexnika + KP (kypcoa poGora) 10.5 Excaamen
Enextpoannamika ta anteHHi npuctpoi + KP (kypcoa
OK16. po6ota) 9.0 Exzamen
[Ipuctpoi renepyBanns, GopMyBaHHs | TpUIAMAaHHS Ex3amen,
OK17. curnanis + KIT (kypcosuii mpoexr) 9.0 Audepenuiiiosannuii
3ajllK
HudepenuiiioBarnii
OK18. Tenebauenus 6.0 ,
3aJlIK
OK19. Mikporpoiiecopu Ta MiKpOKOHTPOJIEPH 4.0 Ek3amen
0K20. EnemenTu BijeocucreM 3.0 Audepenuiiiosannii
3aJ11K
OK21. CucTeMHu KOHTPOJIIO Ta YIpaBIIiHHS JOCTYIY 40 Excsamen
OK?22. OcHoBH OXOpOHH l'IpaLIi 3.0 IlmbepeHui.l“AOBaHnﬁ
3aJ1IK
OK23. OO6pobka 300pakeHb 4.0 Mudepenuiiiopannii |
3aJllK
OK24. ITpoexTyBanus cucremMu BifieocrocTepeKeHts Ta 50 Ex3amen
KOHTpOJIO JiocTyny + KIT (kypcoBHil IpoexT)
OK25. Meroau cTucHenHs i1 30epiranns Bigeoinpopmarii 3.5 Ex3amen
‘ Texniuni 3acobu oxoponu 06'ektiB + KP (kypcoBa
OK26. poBota) 4.5 Exzamen
OK27. OruisioBa TeXHiKa 45 Audepenuiitosannuii
3aJ11K
OK28. ®daxoBo-03HaOMITIOBAJIbHA ITPAKTHKA 3.0 Hmepi};ﬁ;ﬁ%a””“
: JundepeHnuiioBanuii
0OK?29. CxeMoTexXHIYHA MPAKTHKA ER0) e
: JudepenuiiioBaHuii
OK30. TexHoJsoriyHa rnpaxTuka 4.5 o
OK31. JlumioMHe npoeKTyBaHHS T 3axuct
3arajgbHuii 00csr 000B'AI3KOBHX KOMIIOHEHT: 180 kpenuTiB
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1| 2 | 3 ] 4
Buobipkosi komnonentn OIIII
i upepeniiioBanuii
Bb1. |[Ho3eMHa MOBa (3a npodeciiiHuM CrpsiMyBaHHSIM ) 8.0 At SalTiK
X . JudepennitoBanuii
Bb2. |HopmarusHi 1oxymenTn 3 ki6epbesnexu 3.0 dep saTik
. . . . udepeHioBanni
BB3. |Cneuianbhi po3ainu ¢izuku 3.0 ey .
3anik
.. . JludepenuiioBanuii
Bb4. [IpucTpoi eaeKTpoKUBIICHHS BiZIEOCHCTEM 3.0 -
A . udepeHnioBannit
Bb5. Kommn'torepHi mepesxi 3.0 Anase :
3aJliK
: . ’ udepeHIiioBaHn it
Bb6. |CnenianbHi BUMipIOBaHHS 3.5 Jludep :
3aliK
e udepeHuiioBaHui
Bb7. |Kananu nepenaBanus Bigeoinpopmarrii 3.5 D Sallix
KiGepOe3neka cucTeM BiJIcOCIOCTEPEIKEHHS Ta KOHTPOJIIO :
BES. p A p P 3.5 Ex3zamen
JIOCTYIY |
BE9 Texnosorii inTepHery peueit™ 35 Hudepennifiopanuit
: J. 2
3aJliK
udepeHuinoBaHui
[HTepueT TexHoorii* a .
BB10. [P 3.5 sanik
BB11 TexHouorii po3ymMHOro Oy IuHKy* 3.0 JlubepenuiioBanunii
' ' 3aJ1iK
MyJibTHAareHTHI TeXHOJIOTii* ;
BB12. [ 4.5 Exzamen
BEI3 TexHoutorii 6e3neynoro micra* 35 Jlndepenuiiiopanmnii
' ' 31K
BB14 KomIuiekcHi 0XOpoHHI cuctemu™ 35 JlndepenrnioBannii
' ' 3aJIK
KibGepbesneka XMapHUX TEXHOJIOTIH*
BB15. P P 3.0 [Exsaven
BE16 besneka B kibepHeTHUHOMY TTpOCTOPI* 45 JludepenuiitoBannii
] ' 3aITiK
Ex3amen
Bb17. [BiiicekoBa miaroroBka 29.0 JludepenuiioBannii
3alTiK
3araabHuii 06csir BUOIPKOBUX KOMITOHEHT 60 kpenuTiB
3arajabHuii 00cAr ocBiTHBLO-NIpodeciiiHoT mporpamu 240 xpeauTin

* - IMCLMIUIIHY QJIbTEPHATUBHI BIMCHKOBIHM MMiAroTOBII
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2.2. CrpykrypHo-aoriuna cxema OITIT
1 cemecTp 2 cemecTp 3 cemecTp 4 cemecTp 5 cemecTp 6 cemecTp 7 cemecTp 8 cemecTp
OK1 » OK2 5[ OK3 OK22
OK4 ——| OK4 |—— » Bb1 | BB1 |- » BB1 | —»| BB1 Bb6 OK25
\
y
OK6 [—> OK6 |———» OK6 BB4 | OK17 » OK17 LBE14 BE8
A
K18 -
/v BB3 . Bb11 Bb7 Bb615
N v
OK12 i BE12 B613 B616
/
OK8 |—» OK8 OK13 > OK13 \ ' | BB10 OK20 [{—>| OK23
OK11 5 OK11 |5 OK16 | -A{ 0k16 | \ Torar LK%
OK9 |—» OK9
OK14 [ OK15 | —» OK15 |—»{ OK19 —» Ok24 | —»| OK26
OK10 P
Bb2
OK5 » OK5
OK29 » OK28 » OK30 » OK31
B617 —» BB17 | —» BB17 | » BB17

3. ®opma aTecTtauii 3100yBa4iB BHIOT OCBITH

ATecTallisi BUITYCKHUKIB OCBITHbO-MpoQeciiinoi mporpamu [IPOBOJUTHCS Y
(opMi  3axMCTy IMIIOMHOI pPOGOTM Ta 3aBEpLIYETHCH BUIAYEHO JOKYMEHTY
BCTaHOBJICHOTO 3pa3Ka MpO MPHUCY/PKEHHs: HOMY OCBITHBOIO CTyIeHs Gakanaspa i3

MPUCBOEHHSM OCBITHBOI KBanidikauii: bakanasp 3 kibepGesnekn 3a creuiaibHicTIO
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